
Copyright JNT Association 2010 www.ukfederation.org.uk 

Using Federated Access 
to restrict access to 

“Authorised Users” only 

Dr Rhys Smith 
JANET(UK) & Cardiff University 



Copyright JNT Association 2010 www.ukfederation.org.uk 

JANET(UK) 

•  JANET is the UK’s education and research network 
•  Approximately 18M eligible end users within UK 

schools, FE/HE and ACL programmes 
•  JANET(UK) manages the operation and development 

of the JANET network on behalf of the JISC for the 
UK FE/HE Funding Councils 

•  Not-for-profit company operated as a public-sector 
organisation 

•  Core network plus additional services 
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•  …which will enable licensed ERA 
Recordings to be accessed 
by students and teachers 
online whether they are on the premises of 
their school, college or university, or at 
home or working elsewhere 
within the UK 

ERA plus 

GeoLocation 

Errrr? 



Copyright JNT Association 2010 www.ukfederation.org.uk 

Errrr? Continued 

•  ERA plus says: 
–  “Licensees will be required to have in place 

procedures to ensure that only "Authorised 
Users" will be able to gain access to ERA 
Recordings stored on the servers of a 
licensed establishment.” 

•  So it’s up to you to enforce “Authorised 
Users” (students/teachers) 
– GULP! 
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So, the question is: 
how do you do that? 

Well… 
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Déjà vu for Us… 

•  This problem is very common in the 
education sector 
– Access to subscription resources (e.g. 

academic journals) needs authenticated 
access, anywhere, anytime 

– Access to institutional resources (e.g. VLE, 
portal, timetable, etc) needs authenticated 
access, anywhere, anytime 

– Etc.  



Copyright JNT Association 2010 www.ukfederation.org.uk 

…is good fortune for you 

•  No need to reinvent the wheel 
– Reuse existing solutions 

•  So what are they? 

•  Main technology in use in education sector 
is Federated Identity 
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Federated Identity/Access 

•  Federated access management (FAM) 
– one organisation asserting information about 

its users to another 
•  Many flavours of FAM 

– e.g. openID, Infocard, SAML, Facebook 
Connect 

•  SAML is widely deployed in education 
– Open standard, stable, secure, free to use, no 

vendor lock-in, etc. 
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The UK federation 
•  SAML based Federated Identity 

Federation 

•  Launched November 2006 

•  For UK Schools, FE/HE and Research 
and Organisations and institutions 
providing services to these sectors 

•  N.B. ~40 national education/research 
federations worldwide 
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Organisational structure 

•  Joint funded by Becta & JISC 
•  Operated by JANET(UK) 
•  Policy Board  

 - Rules of Membership 

•  Technical Advisory Group  
 - Technical Recommendations 
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UK federation in a nutshell 

•  A collection of members 
•  A set of Rules that binds members: 

– Make accurate statements to other members 
– Keep federation systems and data secure 
– Use personal data correctly (DPA1998) 
– Resolve problems within the Federation 

•  Not by legal action 
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High level aims and objectives 

•  Provide a secure framework for gaining access 
to licensed content. 

•  Make it easier to comply with regulatory 
requirements such as DPA. 

•  Protect the privacy of the end user. 

•  Standards based and open source. 
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•  826 members 
– 653 “Home Organisations” 
– 490 “Services” 

•  Cross education sector solution 
– Primary School -> University 
– And beyond? 

UK Access Management 
Federation 
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•  Shibboleth is an open source technology that enables federated 
access management, developed by the Internet2 Group. It both 
triggers the authentication process within an institution, and 
supports the secure exchange of information to establish 
authorisation.  

•  Shibboleth is an implementation of an open standard known as 
SAML (Security Assertion Mark-Up Language). 

•  Shibboleth is the recommended software for UK federation 
participation. 
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How it works 

Identity Provider (IdP) Service Provider (SP) 

Browser 
user 
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How it works 

Authentication 

Authorisation 

Identity Provider (IdP) Service Provider (SP) 

Browser 
user 
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•  …which will enable licensed ERA 
Recordings to be accessed 
by students and teachers 
online whether they are on the premises of 
their school, college or university, or at 
home or working elsewhere 
within the UK 

Back to… ERA plus 

GeoLocation 

Errrr? UK 
federation 
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Finally 

•  A little more detail – how can 
“authorisation” work? 
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Methods of “authorising” 

•  Simple authorisation requirements based 
on affiliation: 
– E.g. member/staff/student parent/governor 

teacher 
– Home org asserts “the user is a student”. 
– Home org knows this because their HR/SRS 

tells them  
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Methods of “authorising” 

•  More complex authorisation requirements 
based on entitlements: 
– e.g. particular users / groups of users 
– Home org asserts “the user is part of the 

group allowed to access your resource” 
– Home org has to associate particular 

entitlements with particular users 
•  Harder for home org to do, but doable for some/

many home organisations  



Copyright JNT Association 2010 www.ukfederation.org.uk 

Questions? 

Further questions? 
www.ukfederation.org.uk 

service@ukfederation.org.uk 


