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Geo-IP and BoB National
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Box of Broadcasts

Cambridge Imaging Systems Ltd

Our principal area of business is the development of
Off-air recording systems and Digital Media Asset Management
Systems.

We are primarily software developers and system integrators.
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Our Clients

@

The Ministry
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Box of Broadcasts

Box of Broadcasts National Resource

BUFVC , CEMP and Cambridge Imaging Systems partnership to
create a national, centralised - on line service for Universities
with an ERA+ license.

Creates a huge archive of programmes available for immediate
viewing (currently 30,000+)

No IT headaches

Staff and students can help themselves.

Low cost annual subscription fee.

Served over JaNet - fast Universities network
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What is BoB?

“I-player for Universities”

Highly configurable off-air recording system
Can store programmes in a large number of file formats

Creates a searchable archive of programmes
Features a buffer of TV channels going back 7 days plus
Web browser based Interface for easy scheduling and retrieval

Add your own content
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Caroline Flint MP
Labour, Public Health Minister, 2005=07
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Box of Broadcasts

The Problem

ERA+ license permits access to the resource across the www - -
available to users over the open internet

Content can’t be accessed outside the UK

How do you stop users outside the UK accessing Content?
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The Solution - Geo-IP Blocking

IP Address Allocations

1.Highest level:Internet and Name Authority (IANA)
2.Regional Internet Registry (RIR)

3.For Europe, the Registry for IP European (RIPE)
4.1SPs within geographical location

- Each internet user within a geographical domain has an
IP address which identifies their geographic region.
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The Solution - Geo-IP Blocking

User requests come with information -
their incoming |IP address

We can work out the geographic origin of the request
We have a database of IP address ranges

Geolite Country - Updated monthly, 99.5% accurate

If users are outside a target range of I[P addresses which cover
the UK geographic boundaries they are simply refused entry



Box of Broadcasts

Other Uses

Reduce Spam for Mail servers

United States 42%
South Korean 13.43%
China 8.43%

Taiwan 1%

Protection from attacks from particular regions.
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Circumventing the system

The user can connect their machine to a network in the UK
Hackerware
No 100% complete solution

Can a user share credentials?





